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ABSTRACT 

The research delved into a comprehensive exploration of risk management and fraud control 

within the context of post-Covid-19 mobile money services, focusing its investigation on 

Kampala District as a representative case study. This inquiry was guided by three core 

objectives: firstly, to examine the relationship between customer verification and fraud control in 

the study context; secondly, to examine the relationship between password strength and fraud 

control in the study context; and thirdly, to examine the relationship between audit checks of 

mobile money accounts and fraud control in the study context; Employing a case study design 

and adopting a purely quantitative methodology, data was collected from 40 respondents through 

structured questionnaires. The collected data underwent meticulous analysis using descriptive 

statistics. 

The study uncovered a noteworthy discovery, a substantial weakness in the connection between 

mobile money services and robust risk management. This discovery underscores a critical issue: 

a substantial number of customers remain dissatisfied with the existing security measures, 

emphasizing the pressing demand for a more secure money transfer and payment platform. To 

address these concerns effectively, the study puts forward a series of recommendations. Firstly, it 

advocates for a tailored approach to customer verification processes that align with specific user 

demographics and transaction volumes. Secondly, it emphasizes the imperative for all mobile 

money service providers to fully comply with international regulatory frameworks governing 

fraud control and risk management. Finally, the study underscores the significance of conducting 

regular audits, a practice beneficial to both service providers and users alike. Such audits help in 

continually assessing the effectiveness of fraud prevention strategies and allow for necessary 

adjustments to maintain a consistently high level of security and risk management practices. 

In summation, this research provides valuable insights into the challenges faced by mobile 

money services in the post-Covid-19 landscape, specifically concerning fraud control and risk 

management. The study's findings highlight the imperative of proactive measures, personalized 

solutions, regulatory compliance, and regular audits as essential components in enhancing the 

security and reliability of mobile money platforms. By implementing these measures, the 

industry can meet the evolving demands of users while assuring their financial security 

throughout all transactional activities. 
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CHAPTER ONE 

 

1.0 Introduction 

This chapter begins by introducing the research topic and its significance in the context of the 

mobile money industry's growth and impact in Uganda. It outlines the specific objectives of the 

study and establishes the structure of the proposal.  

1.1. Background 

Mobile Financial Service (MFS) is a service that allows users to transfer money using their 

mobile phones, and it has become an increasingly popular financial service in many developing 

countries.  Mobile Financial Service offers a convenient and secure way of conducting financial 

transactions, especially in areas where traditional banking services are limited. Through 

increased accessibility and decreased transaction costs, they provide tremendous prospects for 

enhancing the effectiveness of financial services. The quick adoption of these services by the 

general population in several nations, including the Philippines, Brazil, India, Uganda, and 

Kenya, has shown that the technology is advanced and provides genuine benefits to those who 

previously did not have access to financial goods or services. (Lake, 2013). In November 2012, 

International Financial Corporations formally accepted MFS as a key component of its Access to 

Finance activities after seeing the potential of leveraging it as a tool to promote financial 

inclusion. (Lake, 2013) 

An article published by Petroc Taylor, affirmed that with the general increase from the first 

quarter of 2017 to the first quarter of 2022, Uganda's mobile financial service subscriptions 

increased to just over 33 million in the first quarter of 2022, which is the highest number of 

registered mobile money subscriptions ever recorded in Uganda. (Taylor, 2023).  However, the 

growth of mobile money has also led to an increase in fraudulent activities, which pose a 

significant risk to both mobile money businesses and their customers. 

According to Mobile Worldwide News, The Uganda Communication Commission urged 

consumers to be cautious of criminals who were attempting to scam people out of funds using 

mobile money platforms. They had recorded an increase in such cases during the Covid-19 

(corona virus) outbreak. The regulator outlined security advice for subscribers after noticing the 
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circulation of fake promotions and instances where fraudsters pretended to be employees of 

mobile operators to obtain account details. (Donkin, 2020) 

Various fraudulent schemes were being circulated, including efforts to convince users to disclose 

or enter their PIN numbers, which were then used for fraudulent transactions. "These scams had 

resulted in significant financial losses for unsuspecting subscribers, especially during the 

COVID-19 lockdown when subscribers increasingly relied on digital financial platforms due to 

limited mobility and their desperation to maintain connectivity," they had added. Uganda, like 

other countries, had supported reductions in operator fees to encourage the use of mobile 

financial services during the ongoing global public health crisis. This move aimed to reduce the 

need for in-person transactions and the exchange of physical cash. (Donkin, 2020) 

Several studies have investigated mobile money fraud and risk management in different 

countries, including Uganda. For example, Mugume and Turyakira (2020) investigated the 

relationship between mobile financial service fraud and financial inclusion in Uganda. However, 

since Mobile financial service transfer is a technology-based advancement that has brought about 

beneficial effects on the inclusion of financially disadvantaged individuals while also aiding 

central banks in terms of regulation, it is unclear on why the current available risk management 

strategies on fraud have been barely effective post Covid. 

Therefore, due to the lack of clarity regarding the limited success of the existing risk 

management and fraud control measures in handling fraudulent activities in mobile money 

businesses, this research aims to enhance the knowledge in the field of mobile money by 

investigating the current strategies employed to combat fraud in mobile money services after the 

Covid pandemic in the study context. 

1.2. Statement of the Problem 

Mobile financial services (MFS) have the potential to contribute to poverty reduction by 

enhancing individuals' income-earning capabilities. Over the past years, these services have 

emerged as the primary means of financial inclusion for millions of individuals, particularly in 

low-income countries like Uganda. In 2019, the number of registered mobile money accounts 

surpassed one billion, with digital transactions surpassing traditional cash transactions for the 

first time. (Matthew Bird, n.d.) 
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With the global spread of the corona virus, businesses and governments faced the challenge of 

limiting cash exchanges, which were identified as potential sources of virus transmission by the 

World Health Organization. (Berger, 2020) This circumstance fueled a significant surge in the 

adoption of mobile money services within the economy. However, alongside this growth, mobile 

financial services have also become vulnerable to fraudulent activities, particularly those 

targeting consumers. Such fraudulent incidents pose a considerable risk to the usage of mobile 

money services by vulnerable segments of the population and have resulted in substantial 

economic losses for service providers. (Matthew Bird, n.d.) 

Although companies have implemented certain measures like user verification to combat fraud 

and related crimes, there is a pressing need for more comprehensive data and evidence to 

investigate, develop and implement effective strategies against financial criminal activities in the 

mobile financial service sector. 

1.3. Main Objective of the Study 

The main objective of the study is to enhance the understanding of mobile financial services by 

examining the current strategies associated with fraud control in the post-Covid era of the study 

context. By conducting a comprehensive analysis, the study aims to contribute to the existing 

literature on mobile financial services and provide valuable insights into effective measures that 

can be implemented to combat risk and fraud in the mobile service sector. Ultimately, the 

research seeks to promote the development and implementation of robust and efficient strategies 

that safeguard users and service providers against fraudulent activities in the evolving landscape 

of mobile financial services. 

1.4. Specific Objective of the Study 

The specific objectives of this study are: 

i. To examine the relationship between customer verification and fraud control in the study 

context. 

ii. To examine the relationship between the password strength and fraud control in the study 

context. 
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iii. To examine the relationship between audits checks of mobile money accounts and fraud 

control in the study context. 

1.5. Research Questions 

The research questions for this study are: 

i. What is the relationship between customer verification and fraud control in the study 

context? 

ii. What is the relationship between the password strength and fraud control in the study 

context? 

iii. What is the relationship between audits checks of mobile money accounts and fraud 

control in the study context? 

1.6 Scope of the Study. 

1.6.1 Time Scope 

This study aims to analyze fraud control strategies in mobile money services over an extended 

period beyond the immediate post-Covid era. It seeks to understand how the mobile money 

sector has adapted and responded to the challenges posed by the pandemic and its aftermath 

(Berger, 2020). By considering a broader timeframe, the study aims to capture the long-term 

effects, trends, and evolving nature of fraud control practices in this sector. It also aims to 

identify variations in fraud patterns, emerging trends, and assess the effectiveness of different 

strategies over time. This research contributes to the development of more robust and adaptable 

fraud control measures in the evolving landscape of mobile money services. 

1.6.2 Geographical Scope 

This study concentrates on Kampala district, the capital city of Uganda, due to its significant 

concentration of mobile financial services. This geographical area serves as a crucial hub for 

mobile money activities, hosting numerous service providers. (News, 2016). By focusing on 

Kampala district, the research delves deeply into the dynamics, challenges, and opportunities 

surrounding fraud control in mobile money services. This targeted approach allows for a 

comprehensive analysis of strategies used by providers, the prevalence of fraud incidents, and 
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user experiences in a context where mobile financial services are highly accessible and widely 

utilized. 

Narrowing down the scope to Kampala district facilitates a more profound understanding of the 

local regulatory framework, market conditions, and socioeconomic factors influencing the 

effectiveness of fraud control measures in mobile money services. The localized perspective 

gained from this study offers valuable insights that can inform policy recommendations, industry 

best practices, and customized approaches to combat fraud not only in Kampala but also in other 

similar urban areas or regions with a high concentration of mobile money activities. (Berger, 

2020) 

1.6.3Subject Scope 

This study focuses on mobile financial services and specifically centers on the control of fraud 

within this domain. Mobile money services involve using mobile phones or digital devices for 

financial transactions like money transfers and payments (Mobile Financial Services, 2019). The 

research delves into the strategies employed by service providers, regulatory bodies, and other 

stakeholders to detect, prevent, and mitigate fraudulent activities in the mobile money sector. It 

aims to identify vulnerabilities, particularly consumer-oriented frauds, and assess the economic 

impact of fraud on different user segments and mobile money service providers. 

Moreover, the study encompasses an examination of regulatory frameworks, industry guidelines, 

and technological advancements that contribute to fraud control efforts in mobile money 

services. By exploring these aspects, the research sheds light on the dynamic landscape of mobile 

financial services and emphasizes the importance of effective measures to ensure the security 

and trustworthiness of these services for both users and providers. 

1.7 Justification of the study 

The justification for the research study lies in the need to address the significant issue of fraud in 

mobile financial services, particularly in the post-Covid era. Mobile financial services have 

become vital for financial inclusion, especially in low-income countries like Uganda. However, 

the rapid growth of mobile money has also led to an increase in fraud and criminal activities, 

posing risks to both service providers and users. (PYMNTS, 2020) 
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Fraud in mobile money services has severe consequences, including economic losses for 

providers and a decline in consumer confidence and trust. Vulnerable populations, who heavily 

rely on mobile money, are disproportionately affected. (Berger, 2020). The study aims to 

mitigate these risks and protect users by understanding the current strategies employed for fraud 

control. 

While measures have been implemented to combat fraud, there is still a lack of comprehensive 

understanding regarding their effectiveness. The study seeks to fill this knowledge gap by 

providing empirical evidence, data, and insights into the effectiveness of fraud control strategies 

in the mobile money sector. This will inform the development of targeted and evidence-based 

measures to combat fraud and enhance the security of mobile money services. 

The Covid-19 pandemic has presented unique challenges and opportunities for the mobile money 

sector. As businesses and governments limited cash exchanges, mobile money services 

experienced significant growth. (Berger, 2020). However, this growth also brought new risks and 

vulnerabilities. Understanding how fraud control strategies have evolved in response to the 

pandemic and its aftermath is crucial for adapting to the changing landscape and ensuring the 

security of mobile money services. By addressing these justifications, the research study aims to 

contribute to the mobile money literature, provide valuable insights, inform policy 

recommendations, and assist service providers and regulators in developing robust fraud control 

measures. 
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1.8. Conceptual Framework 

 

Risk management 

• Customer Verification 

• Password Strengths 

• Audit Checks 

Source: Adopted and Modified from Mobile Financial Services. (2019). In H. K. Aijaz A. 

Shaikh, Marketing and Mobile Financial Service 

The conceptual framework centers around the independent variable of risk management, 

specifically examining customer verification, password strength, and audit checks as factors that 

contribute to fraud control in mobile money businesses. The dependent variable is fraud control, 

which refers to the effectiveness of measures implemented to prevent, detect, and mitigate 

fraudulent activities.(Times, 2023). The indicators used to assess the control of fraud include 

enhanced security features, reduction in fraud incidences, and financial losses. 

 

 

 

 

 

 

 

 

Fraud Control 

• Enhanced security features. 

• Reduction in fraud 

incidences 

• Decline in financial loses. 
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CHAPTER TWO: LITERATURE REVIEW 

2.0 Introduction 

This chapter aims to provide clear and concise definitions of the key terms, namely risk 

management and fraud control, ensuring a shared understanding of their meanings within the 

study. Additionally, it explains the specific objectives of the research, which involve exploring 

the strategies and measures associated with fraud control in mobile financial services in the 

aftermath of the Covid-19 pandemic. 

2.1 Definitions of the Key Terms 

2.1.1 Mobile Financial Services 

Mobile financial services (MFS) refer to a broad range of digital devices, channels, and 

financial transactions that consumers execute on their mobile phones or tablets . (Mobile 

Financial Services, 2019) 

2.1.2 Risk management 

Risk management is the process of identifying, analyzing, evaluating, and managing potential 

risks to minimize their negative impact on a business or service. It includes the conduct of a 

risk assessment, implementation of a risk mitigation strategy, and continuous monitoring of the 

security state of an information system. (N-ABLE, n.d.) 

2.1.3Fraud 

Fraud is a misleading conduct done by someone, with the objective to get an illegal advantage or 

to harm someone else’s (victim’s) rights (Times, 2023) 

2.1.4 Fraud Control 

Fraud control refers to the measures and strategies implemented to detect, prevent, and mitigate 

fraudulent activities. It encompasses the processes, policies, and technologies put in place to 

safeguard individuals, organizations, and systems from deceptive practices aimed at gaining 

unlawful benefits or causing harm to others' rights and interests. (Times, 2023) 
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2.2 The relationship between customer verification and fraud control in the study context. 

Customer verification is a process that is used by businesses with online products, services, or 

content to ensure that the information provided by their customers is correct and that the 

customers are who they say they are. (Konfirmi, n.d.).It is a critical aspect of risk and fraud 

control in mobile money businesses that involves the process of confirming the identity and 

legitimacy of customers who use mobile money services. By verifying the identity of users, 

mobile money providers can significantly reduce the risk of fraudulent activities, protect 

customers from unauthorized access to their accounts, and enhance the overall security of the 

system. 

Hadijah, et al. (2018) provides an extensive overview of the risks faced by mobile money 

businesses and emphasizes the pivotal role of customer verification in mitigating fraud. Their 

research highlights the importance of a robust customer on boarding process, incorporating 

identity verification, and Know Your Customer (KYC) procedures. The authors argue that 

comprehensive verification measures can establish a strong foundation for fraud control and risk 

management in the mobile money sector. Among these measures include Biometric 

authentication as it has emerged as a promising method to enhance customer verification and 

combat fraud. Singh and Gupta (2019) investigate the implementation of biometric verification 

in mobile money systems and its impact on fraud prevention. Their findings reveal that 

biometric-based customer authentication significantly reduces the occurrence of identity theft 

and fraudulent transactions, offering mobile money businesses a secure and efficient means of 

verifying their customers. 

It is crucial to ensure a smooth user experience while maintaining robust security in mobile 

money businesses. Liang and Lu (2020) delve into the importance of striking this equilibrium by 

analyzing different customer verification methods. Their study sheds light on how user-friendly 

verification processes, such as two-factor authentication (2FA) and device recognition, positively 

influence customer satisfaction while concurrently fortifying fraud control mechanisms. 

Additionally, Machine learning and artificial intelligence (AI) technologies have demonstrated 

immense potential in fraud detection. Chen and Wang (2019) explore the integration of AI-based 

algorithms in mobile money platforms to enhance customer verification and fraud control. Their 

research suggests that these intelligent systems can efficiently analyze vast amounts of data, 

enabling real-time fraud detection and proactive risk management in mobile money businesses. 
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Also, Machine learning and artificial intelligence (AI) technologies have demonstrated immense 

potential in fraud detection. Chen and Wang (2019) explore the integration of AI-based 

algorithms in mobile money platforms to enhance customer verification and fraud control. Their 

research suggests that these intelligent systems can efficiently analyze vast amounts of data, 

enabling real-time fraud detection and proactive risk management in mobile money businesses. 

Correspondingly, Chen et al. (2018) investigates the effectiveness of transaction monitoring 

systems in detecting fraudulent patterns and how it complements customer verification efforts. 

Their research underscores that real-time transaction monitoring, coupled with robust customer 

verification, can proactively identify and mitigate fraud risks, thus safeguarding the integrity of 

mobile money operations. 

Nevertheless, effective fraud control and risk management in mobile money businesses often 

depend on compliance with regulatory frameworks. Samuels and Jenkins (2021) assess the 

regulatory landscape surrounding customer verification in the mobile money sector. Their study 

emphasizes the need for mobile money businesses to stay updated with evolving regulations to 

ensure the adequacy and legality of their customer verification procedures, consequently 

minimizing potential fraud risks. 

In order to determine the most effective customer verification approach, Chen et al. (2022) 

conduct a comparative analysis of various verification methods, including biometrics, SMS-

based authentication, and knowledge-based questions. Their study evaluates the strengths and 

weaknesses of each method in terms of fraud control and user experience. The research sheds 

light on the significance of tailoring verification processes to suit specific user demographics and 

transaction volumes, contributing to better risk management outcomes. As the landscape of 

mobile money businesses continues to evolve, new challenges and opportunities in customer 

verification and fraud control emerge. Ahmed et al. (2022) presents an analysis of current 

challenges faced by mobile money operators and propose potential future directions in the field 

of risk management. The paper discusses emerging technologies, regulatory developments, and 

the need for collaboration among stakeholders to stay ahead in the battle against fraud. 
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2.3. The relationship between password strength and fraud control in the study context. 

Password strength is a critical aspect of cyber security and data protection that refers to the 

measure of how resilient a password is against various attempts to guess or crack it. A strong 

password is essential for securing online accounts, including those used in mobile money 

services, as it significantly reduces the risk of unauthorized access and potential fraud. 

(PassCamp, 2022) 

A study conducted by Smith et al. (2018) investigates the significance of password strength in 

mobile money platforms. The research reveals that weak passwords are a common entry point 

for fraudsters attempting to gain unauthorized access to user accounts. By analyzing real-world 

data breaches, the study emphasizes that enforcing strong password policies, including 

complexity requirements and regular password updates, can significantly reduce the risk of 

fraudulent activities. Inclusively, Lee and Park (2019) delve into the effectiveness of two-factor 

authentication (2FA) in bolstering password security and controlling fraud. The research 

demonstrates that integrating 2FA, which requires users to provide an additional verification 

factor beyond their password (such as a one-time code sent to their mobile device), significantly 

reduces the likelihood of unauthorized access. By mitigating the risk of password-related fraud, 

2FA emerges as a powerful tool for mobile money businesses in enhancing security. 

Correspondingly, understanding user behavior and their password management practices is vital 

in comprehending password vulnerabilities. A study by Wang and Zhang (2020) explores user 

attitudes towards password security in the context of mobile money applications. The research 

uncovers that many users exhibit risky behaviors, such as reusing passwords across multiple 

platforms and employing easily guessable passwords. The findings highlight the importance of 

educating users on secure password practices as part of a comprehensive fraud control strategy. 

Also; Password managers have gained popularity as tools for simplifying password management 

while maintaining security. Guo and Li (2021) investigate the adoption of password managers 

among mobile money users and its impact on fraud control. The research showcases that 

password managers facilitate the use of unique and complex passwords, reducing the risk of 



12 
 

password-related fraud. Integrating password manager features into mobile money applications 

can prove beneficial in promoting secure password practices. 

The usability of password systems in mobile money applications can influence users' willingness 

to adhere to secure password practices. Zhu and Wang (2021) investigate the trade-off between 

usability and password security in the context of mobile money services. Their research reveals 

that overly complex password requirements may lead to user frustration and result in the 

adoption of weaker passwords. The study suggests that mobile money businesses should strike a 

balance between usability and security, providing guidance and incentives for users to create 

strong passwords without compromising their overall experience. With biometric authentication, 

such as fingerprint or facial recognition, an alternative to traditional password-based systems is 

presented. Chang and Kim (2022) analyze the effectiveness of biometric authentication in mobile 

money businesses and its potential role in fraud control. The study highlights that biometric 

authentication offers a secure and convenient means of user verification, reducing the reliance on 

passwords and consequently minimizing password-related fraud risks. 

Additionally, Password recovery mechanisms can inadvertently create potential entry points for 

fraudsters. A study by Li et al. (2019) examines password recovery practices in mobile money 

platforms and their susceptibility to social engineering attacks. The research highlights that weak 

password recovery processes, such as using easily accessible personal information, can lead to 

unauthorized account access. Mobile money businesses must implement secure and robust 

password recovery mechanisms to prevent fraudulent activities while providing legitimate access 

to users who have forgotten their passwords. 

Nevertheless, understanding human factors in password management is crucial for developing 

effective fraud prevention strategies. Brown and Taylor (2021) conduct a comprehensive review 

of human behavior and its impact on password security. The research identifies cognitive biases, 

such as optimism bias and password fatigue, which can influence user decisions in password 

creation and management. By incorporating behavioral insights into password policies and 

education programs, mobile money businesses can empower users to make more secure choices, 

reducing the risk of fraudulent activities. 
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2.4The relationship between audit checks of mobile money accounts and fraud control in 

the study context. 

According to Francis Annan, Audit checks in the context of mobile money services refer to 

systematic and periodic reviews conducted to assess the security, compliance, and overall 

operational effectiveness of the mobile money platform. These audits are essential to identify 

potential vulnerabilities, gaps in security protocols, and compliance with industry standards and 

regulations. (Annan, 2017) 

Parker et al. (2019) examines the role of audit checks in detecting and preventing fraud within 

mobile money businesses. The study emphasizes that periodic and rigorous audits play a crucial 

role in identifying unusual transactions, patterns, and discrepancies. By conducting regular 

audits, mobile money operators can quickly respond to emerging fraud threats and implement 

necessary preventive measures, bolstering their overall fraud control efforts. With the 

advancement of technology, auditing tools have evolved to meet the dynamic needs of mobile 

money businesses. Nguyen and Chen (2020) investigate the effectiveness of auditing technology 

in detecting fraudulent activities. Their research highlights that data analytics and AI-powered 

auditing tools can effectively analyze large volumes of transactional data, facilitating the early 

detection of potential frauds. The study suggests that integrating modern auditing technologies 

enhances the efficiency and accuracy of fraud control measures in mobile money platforms. 

Mobile money businesses operate within a complex regulatory environment. Wang and Li 

(2022) explore the relationship between auditing regulatory compliance and fraud control in the 

mobile money sector. The study highlights that auditing compliance with regulatory standards 

ensures that fraud control measures align with industry best practices and legal requirements. By 

incorporating regulatory compliance audits into their risk management practices, mobile money 

operators can strengthen their fraud control mechanisms. Therefore, it is important to note that 

Internal and external audit checks offer complementary perspectives on fraud control in mobile 

money businesses. Chang and Park (2021) compare the effectiveness of internal audits, 

conducted by the organization's internal audit department, and external audits, performed by 

independent third-party auditors. Their research finds that combining both internal and external 
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audits provide a robust and independent assessment of fraud risks, leading to improved risk 

management strategies in mobile money services. 

Mobile money businesses are also encouraged to adapt Real-time auditing. This is a proactive 

approach that involves continuous monitoring of transactions and activities to detect fraud in 

real-time. Wang et al. (2021) examine the impact of real-time auditing on fraud control in mobile 

money businesses. Their research highlights that real-time auditing enables immediate detection 

and response to fraudulent activities, reducing the potential losses associated with fraud 

incidents. By implementing real-time auditing systems, mobile money operators can significantly 

enhance their fraud control capabilities and swiftly mitigate risks. 

Correspondingly, Mobile money agents play a crucial role in facilitating transactions on behalf 

of mobile money businesses. Zhang and Liu (2022) explore the relationship between audit 

checks and fraudulent activities among mobile money agents. The research reveals that regular 

audits of agent operations can identify internal collusion and fraudulent schemes. By conducting 

comprehensive agent audits, mobile money operators can deter potentially fraudulent activities 

and ensure the integrity of their agent networks. Also, unauthorized access to sensitive data and 

functionalities can lead to fraudulent activities. Chen et al. (2022) investigates the importance of 

auditing user access and privileges in mobile money platforms. Their research demonstrates that 

regular audits of user permissions help prevent unauthorized access and insider threats. By 

implementing effective access controls and conducting periodic audits, mobile money businesses 

can minimize the risk of internal fraud and unauthorized use of their systems. 

It is critical to note that Fraud control frameworks provide a structured approach to managing 

fraud risks. Lin and Wu (2020) analyze the role of audit checks within fraud control frameworks 

adopted by mobile money businesses. The study highlights that audit checks serve as a critical 

component for evaluating the effectiveness of fraud control measures outlined in these 

frameworks. Regular audits help mobile money businesses assess the performance of their fraud 

prevention strategies and make necessary adjustments to maintain robust risk management 

practices. 
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2.5 Conclusion of Literature. 

In conclusion, customer verification, password strength, and audit checks play a crucial role in 

the robust risk management and fraud control of mobile money businesses. Customer 

verification processes, such as biometric authentication and two-factor authentication (2FA), 

provide a strong foundation for mitigating fraud risks and ensuring the legitimacy of user 

identities. Moreover, enforcing secure password policies and encouraging the use of password 

managers support the security of user accounts, mitigating potential vulnerabilities exploited by 

fraudsters. Additionally, the implementation of regular and comprehensive audit checks, 

including real-time auditing and external audit expertise, enables mobile money operators to 

proactively detect and respond to fraudulent activities, safeguarding both their platforms and 

customers from financial threats. By integrating these three pillars into their risk management 

strategies, mobile money businesses can significantly enhance their fraud control capabilities and 

instill user confidence in the safety and integrity of their services. 
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CHAPTER THREE: METHODOLOGY 

3.0 Introduction 

This chapter presented the research design, research population and sample size, sampling 

procedure, research instruments, validity and reliability of research instruments, data gathering 

procedures, data analysis, ethical considerations, and limitations of the study. 

3.1 Research design 

Research design is a plan or road map that a researcher follows during research in order to find 

answers to research questions as validly, objectively, accurately, and economically as possible 

(Kumar, 2014). A completely quantitative research approach were used in this study. The study 

also adopted a descriptive survey research design. A descriptive survey research design allows a 

researcher to gather information, summarize it, present it, and interpret it for the purpose of 

clarification (Orodho, 2012). Large populations that cannot be studied through direct observation 

can best be studied through a descriptive survey (Borg & Gall, 2009); therefore, the research 

design was suitable for the study since it was used to collect data from the study population in a 

relatively shorter period of time. 

3.2 Study Area 

According to Acanit (2016), a study area is the area that a researcher focuses on when carrying 

out a research project or study. The study was carried out in Kampala District. 

3.3 Study Population 

Study population is a group of individuals selected on the basis of inclusion and exclusion 

criteria that relate to the variables being studied (Wiktionary, 2019). The study population 

involved a total number of fifty mobile money users in the urban area of Kampala District. 
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3.4 Sample Size 

According to Hamed (2017), sample size measures the number of individuals, samples measured 

or observations used in a study. The sample size of the study was 44 determined according to the 

Krejcie and Morgan table as shown below: 

 

Figure 1:Krejcie and Morgan table 
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3.5 Sampling Technique 

Sampling technique is a research technique which identifies a specific process by which the 

entities of the sample have been selected (Katamba &Balikuddembe, 2014). The researcher used 

simple random sampling techniques.  

A simple random sampling technique was used to select the remaining the 44 participants to 

provide information regarding risk management and fraud control in mobile money services Post 

Covid-19. 

3.6 Sources of Data 

Collection of data relied on both primary and secondary data. 

3.6.1 Primary Data 

Primary data is that data which was collected for the first time and it’s original in character. 

Primary data was collected from a sample of respondents by use of well designed, pretested and 

administered questionnaires to collect the required information for the study  

3.6.2 Secondary Data 

Secondary Data relies on documentary sources to generate the needed information. Secondary 

Data involves the review of official documents such as text books and journals. 

3.7 Data Collection methods 

Data collection methods are methods used in gathering primary and secondary data from a 

variety of relevant sources to find answers to research problems (Katamba &Balikuddembe, 

2014). The researcher used the Questionnaire method. 

3.7.1 Questionnaire method 

A questionnaire is a form containing a set of questions, especially addressed to a statistically 

significant number of subjects and is a way of gathering information for a survey (University of 

Pretoria, 2017). The researcher used this method to get data from the 44 respondents, as it is 

considered to have no bias. 
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3.8 Data Collection Instruments 

Data collection instruments are questionnaires, survey plans, guides, rating scales, or any other 

forms which are used to collect information from the respondents (Acanit, 2016). The researcher 

used Questionnaires in this study to collect data.  

3.8.1 Questionnaire 

A questionnaire is a research instrument consisting of a series of questions or other types of 

prompts for the purpose of gathering information from respondents (Robinson, 2018). The 

Researcher used structured, unstructured and Likert scale questionnaires to get the feelings and 

opinions of respondents about the topic under study.  

Questionnaires were physically delivered by the researcher to the respondents and picked after 

they were filled. The questionnaires were set basing on the themes as per the objectives of the 

study. 

3.9 Data quality control 

Data control is the process of governing and managing data (Graef, 2018). The researcher made 

sure that the data is of high quality and this was achieved by using the following approaches: 

3.9.1 Validity 

Validity is the extent to which the research data as well as the methods for finding the data are 

accurate, honest and on target (Dickinson, 2019). Relevant information requires careful planning 

to ensure that the information is clearly related to research objectives, and would be collected 

from the individuals best suited to providing the information. In order to obtain complete and 

accurate information, the researcher used well planned information collection instruments and 

survey administration procedures. 
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3.9.2 Reliability 

According to Sekaran (2016), reliability of measurement is established by examining the stability 

and consistency of the data. In order to ensure the reliability of the research findings, the 

researcher used design questionnaires in a simple short format, to avoid respondents’ confusion. 

3.10 Ethical considerations 

Ethical issues or principles are codes of ethics and oversight of research provided guidance 

(University of Pretoria, 2017). The researcher observed ethical issues while collecting data by 

keeping respondent’s secrets, keeping time, not revealing respondent identity, getting permission 

before going to the field, respecting the participants, interpreting issues the way they are and 

finally the researcher thanked the participants. 

3.11 Limitations of the study. 

The following are the limitations of this study: 

1. Sample Size: The study was limited to a specific sample size due to resource constraints. 

As such, the study’s results were not fully a representative of all mobile business in 

Uganda. 

2. Data Collection: The study relied on self-reported data from mobile money business 

managers, staff and regulators. The accuracy and reliability of the data was affected by 

recall bias, social desirability bias, and other factors. 

3. Time constraints: The study was conducted within a limited timeframe, which could not 

allow for an in-depth investigation of all risk management practices of mobile money 

businesses in Uganda. 

4. Availability of data: Some mobile money businesses were unwilling to share their risk 

management practices due to confidentiality concerns, which limited the study’s scope 

and depth. 
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CHAPTER FOUR 

PRESENTATIONS, ANALYSIS AND INTERPRETATION OF FINDINGS 

4.1 Findings of the study 

The chapter presents findings on “risk management and fraud control in Mobile Money Services 

in Post Covid-19” a case study on Kampala District. The findings start by showing the response 

rate, followed by presenting the background information of the respondents and finally 

descriptive presentation and analysis of the study findings in relation to specific objectives. 

4.1.1 Response rate 

The response rate for this research was 91% which was high. Amin (2005) suggested that a high 

response rate also suggests more accurate survey results. 

Table 1: Response Rate 

Category Questionnaires 

issued 

Questionnaires returned Response rate 

(%) 

Mobile branch offices 2 2 5 

Mobile business agents 10 8 18 

Mobile phone users  28 28 63 

Online Bank users 4 2 5 

Total  44 40 91 

Source: Primary data 

According to the table above, the survey response rate showed that out of the 44 questionnaires 

issued out only 40 were returned accounting to 91% response rate. This section shows the 

number of respondents who responded to the study based on the target population, but also 

shows the descriptive explanation of the characteristics of the respondents in relation to gender, 

age and level of education based on information provided in the questionnaire by the 

respondents. 
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4.2 Demographic findings of the study 

The demographic characteristics are represented by gender, marital status, age bracket, level of 

education and time worked in mobile money business. 

4.2.1Gender of respondents 

The findings for gender composition are represented in the table below; 

Table 2: Gender of respondents. 

Gender  Frequency Percentage (%) 

Male 18 45 

Female  22 55 

Total  40 100 

Source: primary data 

The findings show that majority of the respondents were female constituting 22(55.0%), while 

their composition of the male counterpart was 18(45.0%). The demographics imply that there are 

more females using Mobile Money services in Kampala district.  

4.2.2 Marital status of respondents 

The findings of the respondents’ marital status is represented in the table below; 

Table 3: Respondents’ marital status 

Marital status Frequency Percentage (%) 

Single  28 70 

Married  12 30 

Total  40 100 

Source: primary data 

The findings in table above show that majority of the Mobile service users were single28(70%) 

and those who were married constituted 12(30%). The marital composition clearly depicts that 
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the most of the respondents using Mobile money services are in their youthful years, coupling 

but not yet formally married. 

4.2.3 Age group of respondents 

The findings of the respondents’ age group is represented in the table below; 

Table 4: Respondents’ age group 

Age group Frequency Percentage (%) 

18-35years 33 82.5 

36-55years 7 17.5 

56 and above 0 0.0 

Total  40 100.0 

Source: primary data 

The findings in table above shows that majority of the respondents were in the age group of         

18-35years 33(82.5%), followed by 36-55years age group 7(17.5%) and 56yearsand above with 

0(0.0%) as age composition. The age group clearly depicts that the most of the respondents using 

Mobile money services are in their youthful years. 

4.2.4 Education level of respondents 

The findings of the respondents’ education level is represented in the table below; 

Table 5: Respondents education level 

Education level Frequency Percentage (%) 

Certificate level  17 42.6 

Diploma level  21 52.5 

Degree level 2 5.0 

Total  40 100.0 

Source: primary data 
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The findings in the table above explains that majority of the respondents had attained the 

diploma level 21(52.5%), followed by certificate holders 17(42.6%) and then degree level 

2(5.0%). The findings imply that at least most of the respondents surveyed had acquired a 

substantial level of education that can help them use Mobile Phone services or on-line payment 

services. 

4.2.5 Time spent by respondents in Mobile money services usage. 

The findings represent the time spent by the respondent using Mobile Money Services is shown 

in the table below; 

Table 6: Time spent using mobile Money services 

Time spent at work Frequency Percentage (%) 

Below 1 year 9 22.5 

1-3years 15 37.5 

3-5years 10 25.0 

Above 5 years 6 15.0 

Total  40 100.0 

Source: primary data 

Findings on the time spent by different respondents using Mobile money services shows that 

majority 15(37.5%) had been using the services for a period of 1-3years, followed by those who 

had been using them for 3-5years 10(25%). Those below 1 year had a score of 9(22.5%) and 

those who had been using the services for 5 years and above had a score of 6(15%). These imply 

that respondents had a substantial experience on mobile service usage and were in good position 

to provide the correct responses during the survey.   
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4.3Findings on the relationship between customer verification and fraud control 

The findings are based on a Likert scale of 1: Strongly Disagree, 2: Disagree, 3 = Not sure, 4 = 

Agree and 5 = Strongly Agree. 

Table 7: Table showing findings on the relationship between customer verification and 

fraud control. 

B Relationship between customer verification and fraud control Mean  Std. 

Deviation  

1. Using finger prints or facial recognition for verification adds strong 

protection against fraud in mobile money. 

4.55 0.714 

2. Strengthening customer verification processes boosts security in 

mobile money services. 

4.23 0.768 

3. Continuous monitoring detects irregularities for timely fraud 

prevention. 

4.15 0.662 

4. Strong customer verification mechanisms reduce occurrence of fraud. 4.13 0.883 

5. Elevated fraud during Covid-19 prompted enhanced customer 

verification. 

3.78 0.832 

 Total  20.84 3.859 

Source: primary data 

The findings on the relationship between customer verification and fraud control showed that 

majority of the respondents strongly agree that use of finger prints or facial recognition for 

verification adds strong protection against fraud in mobile money service usage, this was 

followed by respondents who agree, not sure, disagree and strongly disagreed respectively. The 

findings recorded an average mean score of4.55 and the standard deviation of 0.714. 

In the same way, the findings on the fact that strengthening customer verification processes 

boosts security in mobile money services showed that majority agree, followed by those who 

strongly agree, not sure, disagree and finally strongly disagree. An average mean score was4.23 

and the standard deviation score was0.768. 
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Findings on the fact that continuous monitoring detects irregularities for timely fraud prevention 

showed that majority agree to the statement, strongly agreed, not sure, disagree and strongly 

disagree. The average mean score was4.15while the standard deviation was 0.662. 

The survey results on the fact that use of a strong customer verification mechanism reduces 

occurrence of fraud showed that majority agreed, followed by those who strongly agree, not sure, 

disagreed and strongly disagree.  The average mean score was 4.13 and a standard deviation 

of0.883were recorded. 

Findings on the fact that an elevated fraud during Covid-19 prompted enhanced customer 

verification showed that majority agree, others were not sure, strongly agree, disagreed and 

strongly disagreed. The average mean score was 3.78 and the standard deviation of0.832 was 

recorded. 

Conclusively, the results imply that the most effective fraud control technique to Mobile money 

and service users is securing on line services of the customers by applying verification through 

use of finger print or facial recognition application use in order to limit fraudulent practices.  
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4.4 Findings on the relationship between password strength and fraud control 

The findings are based on a Likert scale of 1: Strongly Disagree, 2: Disagree, 3 = Not sure, 4 = 

Agree and 5 = Strongly Agree. 

Table 8: Table showing findings on the relationship between password strength and fraud 

control. 

C Relationship between password strength and fraud control Mean  Std. 

Deviation  

6. A mix of upper- and lower-case letters, numbers, and special 

characters, contributes to creating a strong password. 

4.45 0.597 

7. A strong and unique password for your mobile money account 

reduces the risk and fraud. 

4.05 1.037 

8. Updating mobile money account password contributes significantly 

to reducing the risk of fraud. 

3.93 0.917 

9. Enforcing lockouts and monitoring for suspicious activity cuts 

password attack risks.  

3.70 0.911 

10. Regular security updates reduce the risk of unauthorized access. 2.77 1.250 

 Total  18.9 4.712 

Source: primary data 

The findings in the table above show the level of security provided by password strength in fraud 

control during Mobile money service delivery.  According to the survey findings majority of the 

respondents strongly agree that a mix of upper and lower case letters, numbers and special 

characters, contributes greatly towards creating a strong password for securing customer mobile 

money services, followed by those who agree, not sure, disagree and strongly disagreed 

respectively. The findings recorded an average mean value of4.45 and the standard deviation of 

0.597. 

Accordingly, the findings on the fact that a strong and unique password for the mobile money 

account reduces the risk and fraud when using mobile money services showed that majority 
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agree, followed by those who strongly agree, disagree, not sure and finally strongly disagree. An 

average mean value of4.05 and a standard deviation of 1.037were registered. 

Findings on the fact that updating mobile money account password contributes significantly to 

reducing the risk of fraud showed that majority agree to the statement, strongly agreed, were not 

sure, disagreed and strongly disagreed. The average mean value was 3.93 while the standard 

deviation was 0.917. 

Findings on the fact that, enforcing lockouts and monitoring for suspicious activity cuts 

password attack risks showed that majority agree, others were not sure, strongly agree, disagreed 

and strongly disagreed. The average mean value was 3.70 and the standard deviation was 0.911. 

Finally, the survey on the fact that regular security updates reduce the risk of unauthorized access 

showed that majority agree, followed by those who strongly agree, not sure, disagreed and 

strongly disagree to the statement.  An average mean value of2.77 and a standard deviation of 

1.250were recorded. 

The results above imply that both the service providers and the users of mobile services need to 

ensure that they first have a strong password but also have regular updates to increase on the 

security of their mobile money. 
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4.5 Findings on the relationship between Audit Checks and fraud control 

The findings are based on a Likert scale of 1: Strongly Disagree, 2: Disagree, 3 = Not sure, 4 = 

Agree and 5 = Strongly Agree. 

Table 9: Table showing findings on the relationship between Audit checks and fraud 

control. 

D Relationship between Audit checks and fraud control Mean  Std. 

Deviation  

11. Audit checks promote accountability within mobile money business. 4.65 0.533 

12. Conducting regular audit checks helps in detecting and preventing 

fraudulent activities. 

4.18 0.813 

13. Continuous monitoring of transactions is an effective strategy to 

identify and respond to fraud. 

3.95 0.876 

14. Auditing allows the development and implementation of targeted 

mitigation plans. 

3.60 0.778 

15. External audits provide valuable insights into potential fraud risks 

and control weaknesses. 

3.52 0.716 

 Total  19.9 3.716 

Source: Primary data 

The findings in the table above show the relationship between audit checks and fraud control. 

Majority of the respondents strongly agree that audit checks promote accountability within 

mobile money business, followed by those who agree, not sure, disagree and strongly disagree. 

The findings had a mean value score of 4.65 and the standard deviation of 0.533. 

Accordingly, findings on the fact that conducting regular audit checks helps in detecting and 

preventing fraudulent activities showed that majority agree, followed by those who strongly 

agree, not sure, disagree and strongly disagree. An average mean value of4.18was registered and 

a standard deviation of0.813. 
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Findings as to whether continuous monitoring of transactions is an effective strategy to identify 

and respond to fraud showed that majority agree, followed with strongly agreed, not sure, 

disagree and strongly disagree. The average mean value was 3.95 while the standard deviation 

was 0.876. 

A survey on the fact that auditing allows the development and implementation of targeted 

mitigation plans showed that majority were not sure, followed by those who agree, strongly 

agree, disagreed and strongly disagree to the statement.  An average mean value of 3.60 and a 

standard deviation of0.778were recorded. 

Findings on the fact that external audits provide valuable insights into potential fraud risks and 

control weaknesses showed that majority were not sure, followed with those who agree, strongly 

agree, disagreed and strongly disagreed. The average mean value was 3.52 and the standard 

deviation was 0.716. 

In conclusion, the results imply that securing Mobile services and payments from fraud requires 

regular audits so as to promote accountability within mobile money service providers and their 

customers. 
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4.6 Correlation between risk management and fraud control in Mobile Money Services 

The table below presents the correlation between risk management as the independent and fraud 

control as the dependent variable in the use of online / Mobile Money Services. 

Table 10: Correlation table of Risk management and Fraud control 

 Using 

fingerprints or 

facial 

recognition for 

verification 

adds strong 

protection 

against fraud in 

mobile money 

A mix of upper 

and lower case 

letters, 

numbers, and 

special 

characters, 

contribute to 

creating a 

strong 

password 

Audit checks 

promote 

accountabilit

y within 

mobile 

money 

businesses. 

Auditing 

allows the 

development 

and 

implementati

on of 

targeted 

mitigation 

plans. 

Using fingerprints or facial 

recognition for verification adds 

strong protection against fraud in 

mobile money. 

1 .126 .047 -.332* 

A mix of upper and lower case 

letters, numbers, and special 

characters, contribute to creating a 

strong password. 

.126 1 .105 -.099 

Audit checks promote 

accountability within mobile money 

businesses. 

.047 .105 1 -.037 

Auditing allows the development 

and implementation of targeted 

mitigation plans. 

-.332* -.099 -.037 1 

 

*. Correlation is significant at the 0.05 level (2-tailed). 

The correlation analysis table above shows the correlation between risk management and fraud 

controls measures in Mobile Money Services. Generally, the correlation was weak with a 0.126 

significant value deemed as a very weak positive relationship. Given that correlation coefficient 

is significant when (α = 0.05). The findings indicate that safeguarding the system from 

fraudulent activities demands more than just implementing audit control measures. It necessitates 

a holistic approach, encompassing elements such as infrastructure modernization, user 

sensitization, and the establishment of an online recovery system for mobile money users, among 

other critical components. This comprehensive strategy is essential to ensure the absolute 

security of the entire system. 
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CHAPTER FIVE 

DISCUSSION OF FINDINGS, CONCLUSION AND RECOMMENDATIONS 

5.1 Introduction 

The study investigated the relationship between risk management and fraud control in mobile 

money services in PostCovid19. The chapter presents the discussion, conclusions and 

recommendations and areas of further studies. 

5.2 Discussion of findings 

5.2.1 The relationship between customer verification and fraud control 

According to research findings on the relationship between customer verification and fraud 

control, majority of the respondents strongly agree that use of finger prints or facial recognition 

for verification adds strong protection against fraud in mobile money service use. However, 

other risk mitigation measures like strengthening customer verification processes to boosts 

security in mobile money services also had significant impact. 

This finding is supported by Chang and Kim (2022), who acknowledges that with biometric 

authentication, such as fingerprint or facial recognition, an alternative to traditional password-

based systems is presented. This involves analyzing the effectiveness of biometric authentication 

in mobile money businesses and its potential role in fraud control. His study also highlights that 

biometric authentication offers a secure and convenient means of user verification, reducing the 

reliance on passwords and consequently minimizing password-related fraud risks. 

5.2.2 The relationship between password strength and fraud control 

Research findings on the relationship between password strength and fraud control showed that 

majority of the respondents strongly agree that a mix of upper and lower case letters, numbers 

and special characters, contributes greatly towards creating a strong password for securing 

customer mobile money services. 

The above findings were supported by Zhu and Wang (2021) investigations on the trade-off 

between usability and password security in the context of mobile money services. Their research 

reveals that overly complex password requirements may lead to user frustration and result in the 

adoption of weaker passwords. The study suggests that mobile money businesses should strike a 
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balance between usability and security, providing guidance and incentives for users to create 

strong passwords without compromising their overall experience. 

Additionally, password recovery mechanisms can inadvertently create potential entry points for 

fraudsters. A study by Li et al. (2019) examines password recovery practices in mobile money 

platforms and their susceptibility to social engineering attacks. The research highlights that weak 

password recovery processes, such as using easily accessible personal information, can lead to 

unauthorized account access. Mobile money businesses must implement secure and robust 

password recovery mechanisms to prevent fraudulent activities while providing legitimate access 

to users who have forgotten their passwords. 

5.2.3 The relationship between audit checks and fraud control 

Research findings on the relationship between audit checks and fraud control showed that 

majority of the respondents strongly agree that audit checks promote accountability within 

mobile money business. These findings are supported by Francis Annan (2017), who defined 

Audit checks in the context of mobile money services to refer to systematic and periodic reviews 

conducted to assess the security, compliance, and overall operational effectiveness of the mobile 

money platform. These audits are essential to identify potential vulnerabilities, gaps in security 

protocols, and compliance with industry standards and regulations.  

In the same line Parker et al. (2019) examines the role of audit checks in detecting and 

preventing fraud within mobile money businesses and emphasized that periodic and rigorous 

audits play a crucial role in identifying unusual transactions, patterns, and discrepancies. He 

explains that by conducting regular audits, mobile money operators can quickly respond to 

emerging fraud threats and implement necessary preventive measures, bolstering their overall 

fraud control efforts and given the advancement of technology, auditing tools have evolved to 

meet the dynamic needs of mobile money businesses. 

5.3 Conclusion 

In as far the relationship between risk management and fraud control in Mobile money services 

is concerned there is need to employ highly effective and efficient fraud control methods given 

the circumstances, flexibility in fraud detection and prevention should be the first priority of all 

mobile service companies if they want to retain their valuable customers. In the same way since 

the relationship between mobile money services and risk management is very weak it is a strong 
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indication that many times customers concern about fraud on online payment systems go 

unresolved therefore the effectiveness of the measures seems not to convince the majority who 

still demand for a more secure money sending and payment platform so that they do not need to 

worry about losing their money during any incidence of transaction.  

5.4 Recommendations 

The mobile money operators should see that they tailor customer verification processes to suit 

specific user demographics and transaction volumes thus contributing to better risk management 

outcomes. 

All mobile money service providers need to comply with effective fraud control and 

international risk management regulatory frameworks. 

All mobile money service providers and users should carry out regular audits to help mobile 

money businesses assess the performance of their fraud prevention strategies and make necessary 

adjustments to maintain a high level of effectiveness in risk management practices. 

5.5 Areas of further research 

I. The impact of government intervention in curbing money laundering in Uganda. 

II. The relationship between unemployment and fraudulent practices in the business sector. 

III. The role of an effective on-line security apparatus in limiting financial loss in mobile 

transactions. 
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APPENDIX I: QUESTIONNAIRE 

A QUESTIONNAIRE TO BE FILLED BY RESPONDENTS (MOBILE MONEY USERS 

IN KAMPALA DISTRICT) 

Dear respondent, 

I am Ndyemanya Rosemary Marion registration number S20B33/028 a student of Uganda 

Christian University, Mukono pursuing a Bachelor of Science in Accounting and Finance. I am 

currently conducting a study entitled “. The Risk Management and Fraud Control in Mobile 

Money Services Post Covid-19.” The study is purely for academic purposes and the information 

given will be treated with utmost confidentiality. I therefore, humbly request you to spare some 

time and answer the following questions. Thank you for your time and co-operation. 

Instructions: - 

1. Your name may not be necessary 

2. Tick or write answers in full where applicable. 

SECTION A: GENERAL INFORMTION 

1. Gender 

a) Male                                         b)  Female 

2. Marital Status 

a) Single                                    b) Married                                c) Others 

 

3. Age bracket (years) 

a) 18-35                                     b) 36-55                                    c) 56 and above 
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4. Highest level of education attained 

a) Certificate                              b) Diploma                              c) Degree  

 

5. How long have you worked in a mobile money business. 

a) Below 1 year                          b) 1-3 years                                c) 3-5 years                  

d) Above 5years     

SECTION B: The relationship between Customer Verification and Fraud Control 

On a scale of 1-5, tick the appropriate box on how you strongly agree or disagree with the 

statements given on examining the relationship between customer verification and fraud 

control in the study context. 

SCALE 1 2 3 4 5 

 

Strongly 

Disagree 

Disagree Not sure Agree Strongly 

Agree 
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 Statement 1 2 3 4 5 

6. 

Elevated fraud during Covid-19 prompted 

enhanced customer verification 

     

7. 

Strengthening customer verification processes 

boosts security in mobile money services. 

     

8. 

Strong customer verification mechanisms reduce 

occurrence of fraud 

     

9. 

Using fingerprints or facial recognition for 

verification adds strong protection against fraud in 

mobile money 

     

10. 

Continuous monitoring detects irregularities for 

timely fraud prevention 

     

 

SECTION C. The relationship between Password Strength and Fraud Control. 

On a scale of 1-5, as used in the section above, tick the appropriate box on how you strongly 

disagree, disagree, not sure, agree or strongly agree with the statements given on examining 

the relationship between password strength and fraud control in the study context. 

 

 Statement 1 2 3 4 5 

11. 

A strong and unique password for your mobile 

money account reduces the risk and fraud. 

     

12. 

A mix of upper- and lower-case letters, numbers, 

and special characters, contribute to creating a 

strong password. 

     

13. 

Updating mobile money account password 

contribute significantly to reducing the risk of 
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fraud. 

14. 

Regular Security updates reduces the risk of 

unauthorized access. 

     

15. 

Enforcing lockouts and monitoring for suspicious 

activity cuts password attack risks. 

     

SECTION D. The relationship between Audit Checks and Fraud control 

6. On a scale of 1-5, as used in the section above, tick the appropriate box on how you 

strongly disagree, disagree, not sure, agree or strongly agree with the statements given on 

examining the relationship between Audit checks of mobile money accounts and fraud 

control in the study context. 

 Statement 1 2 3 4 5 

16. 

Conducting regular audit checks helps in detecting 

and preventing fraudulent activities. 

     

17. 

External audits provide valuable insights into 

potential fraud risks and control weaknesses 

     

18. 

Continuous monitoring of transactions is an 

effective strategy to identify and respond to fraud. 

     

19. 

Auditing allows the development and 

implementation of targeted mitigation plans. 

     

20. 

Audit checks promote accountability within 

mobile money businesses. 

     

 

 

 

 



 


