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ABSTRACT

Mobile money operations are essential for financial inclusion in Uganda; however, their
sustainability is persistently jeopardized by elevated instances of fraud. This study evaluated the
impact of risk management practices on fraud prevention in mobile money enterprises, utilizing

Namagoma as a case study.

The research specifically investigated the impact of risk identification, risk analysis, risk
mitigation strategies, and regulatory compliance. The research employed a descriptive design to
examine the present circumstances. Primary data was gathered through structured questionnaires
administered to a sample of 121 mobile money agents. The study achieved a response rate of
76.9%, resulting in 93 completed questionnaires. The data was subsequently analysed utilizing

descriptive statistics within the Statistical Package for the Social Sciences.

The findings indicated that risk identification facilitates the early detection of suspicious
behaviour; however, numerous agents depend on informal peer learning instead of formal
training. Risk analysis predominantly depends on insights gained from historical incidents
instead of utilizing sophisticated digital tools. Although mitigation controls such as transaction
monitoring are considered effective, agents often circumvent security protocols to expedite
service for trusted clients, thereby creating vulnerabilities that may elevate fraud risk and
compromise the overall efficacy of the risk management framework. Regulatory compliance,
including compulsory SIM registration and Know-Your-Customer (KYC) regulations, serves as

the foremost safeguard against fraud by eliminating anonymity in transactions.

The study concluded that human behaviour and structural business challenges, such as low agent
commissions, significantly undermine risk management practices. It is advised that service
providers enforce compulsory formal training and reassess commission structures to alleviate the
financial pressures that contribute to internal theft. Moreover, mobile money agents must
rigorously comply with security protocols for all clients and prioritize fundamental physical

security investments.



CHAPTER 1

INTRODUCTION

1.0 Introduction

This chapter is a presentation of the background of the study, statement of problem, general and
specific objectives, research questions, scope, and significance of the study. It concludes with the
conceptual framework which gives a picture of the relationship between risk management

practices and fraud prevention.

1.2 Background of the Study

The effectiveness of fraud prevention in the 21st Century has been improved by its
transformation from a reactive and strict process to a hands-on and technologically combined
subject. (Mappanyukki et al., 2024). The origin of fraud prevention traces back to the Mail
Fraud Statute of 1987 in the United States where fraudulent actors were prosecuted by authorities
who were empowered by the statute.(USPIS, 2023). Fraud schemes in the early day like the
Green Goods and Millionaires Clubs scams relied heavily on deception through goods which
were counterfeit and fixed games respectively. This showed that the early approaches to fraud
prevention where divided as they were largely based on these schemes

(USPIS, 2023). The early methods of fraud prevention often limited the possibility of recovery of
losses in a timely manner because they relied heavily on manually reviewing the fraud crimes
after they had occurred. (SAS, 2024). The early approaches to fraud prevention were a display of
the early Risk management theory perspective. It suggested that risk was addressed only after the

realization of it happening instead of systematic anticipation and prevention. (Ali et al., 2020).

In the late 1980’s, technological improvements changed fraud prevention from an practical and
analytical process. The technological improvements led to the adoption of new systems by
financial institutions. These new systems were capable of processing large volumes of
transaction data in order to identify any irregularities that came up in real time. (IBM, 2024). The
capacity of fraud prevention systems has since improved due to the rise of machine learning and
deep learning techniques. It has enabled the fraud prevention systems to detect complicated fraud

patterns (Chen, 2025). The introduction of more strict auditing standard by the International



Auditing and Assurance Standards Board (IAASB) has reinforced the transformation of the fraud
prevention process. These standards require auditors to assess fraud risk in their reviews.
(IAASB, 2025). Organisations have now been able to anticipate fraudulent activity and respond
to it more effectively due to the integration of predictive and adaptive analytics of fraud. (SAS,
2024; ACFE, 2020). However, the Agency theory puts emphasis on the fact that the persistence
of fraud with in financial institutions is influenced by the weak supervision and irregular

information between the principals and agents.

In the global perspective, both developed and developing economies have shown that fraud
prevention has been strengthened by the combination of technology and regulatory frameworks.
In the United Kingdom and France, technology-based fraud management systems and multi-
factor authentication have reduced online transactional fraud and significantly improved
institutional flexibility. (Ken Research, 2024; EPC AISBL, 2024). Across Asia, countries such as
India, China, and Singapore have embraced the use of real time monitoring systems for fraud,
biometric authentication, and national digital identity platforms. These systems reduce
impersonation cases and identity-based fraud crimes. (Interpol, 2024; Edu. J et al., 2023). In
Africa, nations such as Nigeria, Kenya and South Africa have implemented the use of advanced
biometric verification and transaction monitoring frameworks. They safeguard financial
transactions against fraud (Dojah, 2024;Sumsub, 2023). On the other hand, Uganda does not
have a unified biometric verification for users of mobile money. It depend on manual
identification processes which are that are not consistently enforced (Katamba & Namuli, 2024).
This gap in fraud prevention weakens enforcement and the overall effectiveness of fraud

prevention frameworks.

Despite this, Ugandan financial institutions like commercial banks and mobile money operators
have adopted other fraud prevention measures like transaction limits, PIN controls, and real-time
monitoring in order to control fraud. (Kyuspace, 2024). These initiatives by Uganda have been
supported by public education campaigns and infrastructure investments. Despite these
initiatives, limitations like weak enforcement and limited integration of technology have been
faced. (CGAP, 2022). Uganda reported mobile money fraud losses amounting to UGX 19.2
billion in the year 2022 and in the following year the cybercrime report documented 245 cases
valued at UGX 1.5 billion (Katamba & Namuli, 2024; EPRC, 2024). These statistics highlight



the difference between policy design and implementation. This situation is consistent with the

Agency Theory which weak control or supervision of agents.

1.2 Statement of the Problem

Mobile money operations in Uganda should be able to provide secure, transparent, and reliable
financial services to Ugandans. This would promote enhance financial inclusion and strengthen
user confidence in mobile money services. Effective risk management practices like as proper
customer verification, transaction monitoring, employee training, and compliance with
regulatory standards should reduce fraud and protect service providers and users. In this ideal
context, consistent application of these risk management measures would ensure operational
honesty and promote viable growth in the mobile money sector. In practice, mobile money is
essentially an element of financial inclusion in Uganda. Despite this but its viability is
continuously threatened by high levels of fraud which often result in significant annual financial
losses for users (Katamba & Namuli, 2024; EPRC, 2024). Various measures of risk management
practices have been implemented by mobile money companies but their effect on fraud
prevention remains underexplored. Regulators and service providers have introduced practices
such as Know-Your-Customer (KYC) protocols, mandatory SIM card registration, and agent-
level transaction limits. The weak implementation of risk identification, analysis, mitigation, and
compliance practices continues to expose businesses and users to fraud. Additionally , limited
technology adoption, inadequate employee training, and poor organizational culture may
influence how these risk management practices transform into effective fraud prevention

outcomes.

Consequently, there is limited empirical evidence on the effect of risk management practices on
fraud prevention in mobile money operations. Therefore, this study sought to examine the effect
of risk identification, analysis, mitigation, and regulatory compliance on fraud prevention in

Namagoma.

1.3 General Objective

To assess the effect of risk management practices on fraud prevention in mobile money

businesses, using Namagoma as a case study.



1.4 Specific Objectives
I. To determine the effect of risk identification practices on fraud prevention in mobile money
businesses.

I1. To examine the effect of risk analysis practices on fraud prevention in mobile money services.

I1l. To assess the effect of risk mitigation strategies on fraud prevention in mobile money

transactions.

IV. To evaluate the effect of regulatory compliance on fraud prevention in mobile money
operations.

1.5 Research Questions

I. What is the effect of risk identification practices on fraud prevention in mobile money
businesses?

I1. What is the effect of risk analysis practices on fraud prevention in mobile money services?

I1l. What is the effect of the strategies of risk mitigation on fraud prevention in mobile money

businesses?

IV. What is the effect of regulatory compliance on fraud prevention in mobile money

businesses?
1.6 Scope of Study

1.6.1 Geographical

The study was conducted in Namagoma village. It is a busy shopping center located along
Masaka Road in Wakiso District. It was chosen because of its high number of active mobile
money agents and local community who use mobile money services. They are the relevant

population for the study

1.6.2 Content

The study aimed find out the relationship between risk management practices and fraud
prevention in mobile money businesses. It specifically covered risk identification, analysis,

mitigation and regulatory compliance.



1.6.3 Time

The study considered the period between 2020 and 2025. This was because it had information on
recent technological advances and regulatory changes. This choice ensured that the findings of

the study reflected the current risk management practices.

1.7 Significance of the Research

The findings showed that risk management practices can mitigate fraud risks, safeguard
customer funds, and boost customer trust. This is important for the growth of the business.
enhance the trust essential for sustainable growth among service providers. This information also
enabled mobile money agents to improve their fraud prevention strategies through the

application of real-world evidence leading to a decrease of fraud cases.

Regulatory bodies, such as the Bank of Uganda and the Uganda Communications Commission,
used this study to evaluate the practical effects of the current policies and regulatory structures.
This enabled them to formulate and enforce evidence-based policies that promote a secure and
stable financial services environment. This in turn safeguards consumers and ensures the

integrity of the national payment system.



1.8 Conceptual Framework

Independent Variable Dependent Variable
Risk Management Practices Fraud Prevention
e Risk Identification e Transaction Monitoring

¢ Risk Analysis e Security Measures

¢ Risk Mitigation e Incident Response
e Continuous Monitoring Y e Customer Due Diligence

Intervening Variables

Regulatory Compliance

e Adherence to central bank guidelines
e Reporting obligations

e Internal compliance audits

Source: Researcher’s own creation

Figure 1.1: Conceptual framework showing the relationship between risk management practices

and fraud prevention in Mobile Money Businesses.



CHAPTER 2

LITERATURE REVIEW

2.0 Introduction

This chapter present current literature on the effect of risk management practices on fraud
prevention in mobile money businesses in Uganda. The literature focused of four main

components. They are Risk identification, analysis, mitigation and regulatory compliance.

2.1 Definitions of Key Terms

According to the Institute of Internal Auditors (I11A), Risk Management is defined as the process
of identifying, assessing, managing events to give a reasonable assurance to an organisation
about achieving its goals. (Tsyhankov, 2023). This definition shows that risk management is a
procedure which is focused on control. Purdy (2020) defines risk management an effort
coordinated by stakeholders to guide and regulate an organisation to avoid risk. This effort is

aimed at safeguarding and creating value for the stakeholders.

Research shows that fraud prevention can views a hands-on measures and strategies to prevent
fraud from happening. It includes reviewing internet controls, employee training and security
policies. (Button, 2022). This definition is based on the effective implementation of measures.
Fraud prevention is also defined as the process of applying advanced analytics and machine
learning methodologies to monitor transactions in real-time. This process aims to detect and
prevent fraudulent activities before they happen. (Al-Thani et al., 2022).

Mobile money can be defined as an electronic wallet service which enabling users to store,
transmit, and receive funds through their mobile devices (Otiwu et al., 2022). 2). This definition
emphasizes the fundamental technological service. On the other hand, other scholars define
mobile money as a transformative financial service that makes use of mobile technology to
enhance financial inclusion for unbanked and underbanked populations. It thus facilitates access

to savings, credit, and insurance (Alhassan et al., 2023).

Risk identification is seen as either a discrete first step in fraud prevention or a continuous
process in risk management. A foundational view defines it as the process of finding,

recognizing, and describing risks that might help or hinder the achievement of objectives



(International Organization for Standardization, as cited in Purdy (2020). This portrays it as the
initial stage of risk management. Another definition is that it is a “continuous and iterative
process that involves systematically identifying new and emerging risks arising from changes in
the internal and external context,” such as new technologies or fraud schemes (Tchankova,
2023). While the ISO definition presents it as a foundational step, Tchankova (2023) emphasizes
that in a fast-changing environment like mobile money, risk identification cannot be a one-off

activity but must be an ongoing surveillance process.

Risk Analysis is commonly defined states as the process to comprehend the nature of risk and to
determine the level of risk (Purdy, 2020). Scholars usually approach risk analysis by
emphasizing its different components which are understanding the risk and estimating its impact.
Another scholar describes it as the process of evaluating the identified risks in terms of their
likelihood of occurrence and the potential magnitude of their consequences (Button, 2022).
Purdy’s (2020) definition is holistic, focusing on the overall objective of understanding risk
levels while Button’s (2022) definition of risk analysis is more operational, specifying the two

key variables which are likelihood and impact that must be assessed.

Risk mitigation is commonly defined as the actions taken to address risks, though definitions
differ on the range of available actions. A focused definition describes it as the process of
selecting and implementing options for addressing risk, with the goal of modifying it, often by
reducing its likelihood or negative consequences Purdy (2020). A more comprehensive view,
however, includes a wider set of strategies, defining mitigation as taking action to reduce the
exposure to a risk, either by lessening its likelihood, its potential impact, or both. It can also

involve risk avoidance, transfer (e.g., through insurance), or acceptance Tchankova (2023).
2.2 Conceptual review

2.2.1 The Impact of Risk Identification Practices on Fraud Prevention in Mobile Money

Enterprises

Financial accessibility has been improved by the abundance if of mobile money services in
Uganda. This abundance has left the mobile money sector exposed to a number of fraud risks.
Early identification of risks has become important due to the rise in the number of mobile money

transactions because it protects both the consumers and service providers. Efficient risk



identification enable transactions to understand the weak areas. These include identity theft,
authentication failures, and agent-related fraud. These issues can result into big losses when they
are not detect early. Risk identification establishes the basis of a comprehensive risk

management framework by facilitating prompt responses and focused preventive measures.

. Guma Ali et al. (2020) and Medrine Kyomuhendo et al. (2025) agree that that identity theft,
authentication attacks, and agent-driven fraud among the biggest risk that make risk
identification important. Mackenzie et al. (2024) established a statistically significant positive
correlation between the frequency of risk assessments in an organisational and a decrease in
fraud threat incidents inside the organisation. This evidence emphasizes the fact that that regular
risk identification improves the ability of the concerned parties to detect and prevent fraud. Arim
et al. (2022) pointed out that technological deficiencies, inadequate talent management, and
criminal activities are heavy risks that also necessitate proactive identification in Uganda's

mobile money.

Despite the fact that the above literature agrees on the categories of risk, other studies show
discrepancies emerging in the interpretation of the relationship between risk identification and
fraud preventions. Guma Ali et al. (2020) emphasized the importance of technical measures like
enhanced access controls, strict supervision of high value transactions and efficient legal
frameworks. Bongomin et al. (2020) argued that consumer protection serves an important
mediating function in fraud prevention. He suggests that merely identifying risks does not stop
fraud from happening without sufficient user protection. Kyomuhendo et al. (2025) also
emphasizes that technical identification should be complemented by educating users and using
fraud detection systems to monitor fraud in real time. The findings of these scholars suggest that
technology-driven measures are most effective when they integrated with human-centred
interventions. Mackenzie et al. (2024) found out that that 88 percent of organizations utilized
access control systems, while 80 percent instituted security awareness training in their study.

This reflects, significant organizational focus on risk management practices.

Milly et al. (2021) noted that when there is a high risk perceived with caring out mobile money
transactions, it diminishes the adoption of mobile money and banking. This suggests that
suggesting that the identification of risks may discourage users despite improving security.

Users despite enhancing security. Museba et al. (2021) argues that that effective communication



of transparency in risk management significantly improves user confidence. This shows that user
perception and communication are essential in in determining the efficiency of risk identification
initiatives. Arinze et al. (2024) aligns these conflicting perspectives by insisting that effective
risk identification makes balance between enhanced security and a favourable user experience
necessary. They also caution that cautioning that excessively strict identification protocols may
drive users towards informal financial systems. This perspective aligns with Arim et al. (2022),
who similarly emphasize the necessity of balancing IT security expenditure with customer
satisfaction.

2.2.2 The Effect of Risk Analysis on Fraud Prevention In Mobile Money Businesses

Effective risk analysis is important due to the necessity for risk identification, as the swift
expansion of mobile money services in Uganda has generated new opportunities for financial

inclusion while simultaneously heightening exposure to fraud risks.

Mobile money businesses depend data-driven risk analysis to identify and mitigate potential
threats of fraud Risk analysis allows mobile money operators to identify areas prone to fraud,
analyse transaction patterns, and anticipate fraudulent activities before their occurrence. The
efficiency of risk analysis is dependent upon the combination of technology, human discernment,
and regulatory frameworks into daily mobile money operations. , as this integration can this
combination significantly enhances the accuracy and responsiveness of fraud detection systems.
Many scholars have investigated the usefulness of technological solutions in risk analysis.
Botchey et al. (2020) presented convincing empirical evidence supporting the application of
machine learning. The research indicated that gradient boosted decision trees attained remarkable
detection rates of 99.90 percent accuracy, 99.99 percent precision, and 100 percent recall in the
analysis of fraud in mobile money transactions. These finding also proposed the potential of
artificial intelligence in detecting fraudulent activity. On the other hand, Guma Ali et al. (2020)
argued that that technological weaknesses like authentication attacks and identity theft continue
to exist despite improved access controls and monitoring systems. A study involving 1,240
participants in Uganda demonstrated technological interventions in fraud prevention. In order to
build on this Arinze et al. (2024) noted that new technologies like as biometric identification,

artificial intelligence, and blockchain have enhanced financial security.

10



Researchers also emphasize human-centred risk analysis practices beyond technical solutions to
fraud. Guma Ali et al. (2020) reported support for human-focused strategies backed with
statistics. 60.9 percent of respondents agreed that customer awareness campaigns are crucial for
fraud prevention. The other 60.4 percent of respondents agreed on the importance of agent
training. These findings emphasize that educating users and empowering agents are important
parties in effective fraud prevention. Arim et al. (2022) pointed out persistent challenges in the
execution. These challenges include poor communication, liquidity shortages, agent inactivity,
and unsatisfactory customer experiences. These operational challenges limit the potential impact
of human-centred practices even when their value is well recognized. Bongomin et al. (2020)
also found that digital consumer protection is a good way to reduce fraud. It has both direct and
indirect positive effects on the use of mobile money. Their evidence strengthens the case for

integrating consumer protection into risk analysis frameworks.

2.2.3 The Effect of Risk Mitigation Strategies on Fraud Prevention in Mobile Money

Businesses

The risk mitigation strategies include things like transaction monitoring, employee training,
multi-factor authentication, and customer awareness initiatives. These risk mitigation measures
aim to control the effects of fraud after potential risks have been identified and assessed.
Effective risk mitigation in mobile money businesses improves consumer confidence by far. It
also safeguards institutional assets, and maintains financial stability. Assessing the impact of
these risk management strategies on fraud prevention helps in identifying which ones are most

effective.

A study by Guma Ali et al. (2020) indicated that 53 percent of Ugandan mobile money agents
experienced fraud at some point. Their study highlighted significant threats of fraud including
identity theft, authentication breaches, and vishing attacks. Mackenzie et al. (2024) also provided
convincing evidence of fraud prevention by identifying a positive correlation between routine
risk assessments and diminished insider threats. Their findings demonstrate that organizations
which implement security policies against fraud like access controls, and security awareness

training encountered reduced instances of fraud.

Academics in many studies disagree regarding the effective of human-centred fraud prevention.
Guma Alli et al. (2020) noted that customer awareness campaigns were supported as an effective

11



method of preventing fraud. These findings indicate perceived effectiveness and not actual
effectiveness. Bongomin et al. (2020) explained that digital consumer protection substantially
bridges the connection between mobile money adoption and financial inclusion. This outcome
illustrates that consumer protection improves confidence and utilization and also mitigates fraud.
Arim et al. (2022) disagreed with this perspective by noting that although banks invest in
customer education, they often lack effective risk information systems to underpin these
initiatives. This gap indicates that human-centred strategies make institutional and technological
support necessary in order to be genuinely effective.

Botchey et al. (2020) strongly advocated for mitigation based on technology. The study
references machine learning algorithms that attained detection accuracy of fraud in experimental
settings. In contrast, Guma Ali et al. (2020) highlighted procedural strategies of fraud prevention
which include access controls, agent training, and monitoring of high-value transactions. Arim et
al. (2022) in his study, proposed a comprehensive model that actually combines these approaches
of fraud prevention. The study suggests that a combination of strategies more effectively
mitigate digital risks. Their qualitative findings indicated that traditional frameworks such as ISO

31000 frequently fail to address complicated fraud cases.

2.2.4 The Effect of Regulatory Compliance on Fraud Prevention in Mobile Money Business

The efficiency of technical, human, and procedural controls depends on the strength of
regulatory compliance in mitigating fraud in mobile money businesses. The quick expansion of
mobile money services throughout Uganda and East Africa has increased the focus on regulatory
compliance. Despite the fact that digital financial services progress in promote financial
inclusion, researchers emphasize the importance of effective regulatory compliance to mitigate

security vulnerabilities and maintain system integrity.

Recent studies consistently agree that strong regulatory monitoring in important in fraud
prevention. Guma Ali et al. (2020) listed a number of security challenges within Uganda's
mobile money sector. The security challenges include identity theft, authentication breaches, and
agent fraud. These challenges emphasized that implementing a comprehensive legal framework
was essential in enhancing oversight and accountability. George Okello Candiya and Bongomin
et al. (2020) pushed for more cooperative measures among regulators, mobile money businesses,

and mobile operators in order to implement more strict legislations against people who commit

12



fraud. Jimmy Ebong et al. (2021) put forward that enhanced regulatory frameworks are

important in the mitigation of digital risks.

In spite of this agreement, scholars differ in their perspectives on the implementation of
regulations. Guma Ali et al. (2020) stressed that operational strategies including access controls,
customer education, and agent training promote strict following of regulations. Bongomin et al.
(2020) emphasized the digital consumer protection is also important in safeguarding user rights.
E. Arinze et al. (2024) asserted that lessening cybersecurity threats, regulatory fragmentation,
and consumer scepticism calls for collaboration among the various stakeholders in the mobile

money sector.

The literature also shows the unintended consequences of regulatory compliance Lorna
Katusiime et al. (2021) discovered that the mobile money tax negatively affected usage in both
the short and long term. This suggests that specific interventions may hinder adoption of mobile
money services. Bongomin et al. (2020) argues that consumer protection measures boost

inclusion and trust.

2.3 Conclusion

The literature which was used indicates that fraud prevention in mobile money businesses relies
on the effectiveness of implementing risk identification, analysis, mitigation, and adherence to

regulations in their daily operations.
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CHAPTER 3
METHODOLOGY
3.0 Introduction

This chapter is a presentation of the research design of the study, study population, sample size
and the sampling method. It also includes the methods of data collection, data collection
instruments, data sources, data analysis techniques and the data quality control measures. Finally,
the chapter concludes with the ethical considerations, study limitations, and strategies for

overcoming suggested limitations.
3.1 Research Design

The study used the descriptive research design. The research design facilitated a detailed
assessment of the effect risk management practices on fraud prevention through observation and

recording of variables in the mobile money businesses in Namagoma.
3.2 Study Population

The study population consisted of all the mobile money agents doing business within Namagoma
Village. The study aimed at utilizing the population of 176 mobile money businesses in the area.
This population was divided into two distinct categories which included 66 agents who pay full
operating licenses for their mobile money businesses, and 110 agents who run mobile money

business alongside other businesses.
3.3 Sample Size

The sample size was calculated as 121 (Krejcie and Morgan, 1970) mobile money agents from

the study population of 176 agents in Namagoma Village.
3.4 Sampling Method

The stratified random sampling technique was used for the study. It ensured that every registered
agent had an equal chance of being chosen for the study. Agents who had operated for at least
one year in Namagoma Village were selected to ensure that the sample size possessed adequate

experience with risk management and fraud prevention practices.
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3.5 Data Sources
Both primary and secondary sources of data were used for the study
3.5.1 Primary Data

The primary data include the direct responses from mobile money agents in Namagoma Village.

It was obtained through the questionnaires issued to them.
3.5.2 Secondary Data

The secondary data include published documents like including academic journals, reports and

telecom industry records. The provided support for the primary findings of the study.
3.6 Methods of Data Collection

The questionnaire was the primary method of data collection for this study. This method was
chosen to gather firsthand quantifiable data from mobile money agents. The questionnaire

ensured a high level of consistency across all participants.
3.7 Data Collection Instruments

The questionnaire was the primary research instrument. It was designed to gather both

quantitative and qualitative data from the agents.
3.8 Data Analysis

The questionnaires underwent a thorough review for completeness and accuracy. The data was
then coded and entered into the Statistical Package for the Social Sciences (SPSS) to process the
data.

3.9 Data Quality Control

A thorough set of procedures was implemented for the questionnaire to ensure the quality and

credibility of the collected data.
3.9.1 Validity

The validity of the study was established using the Content Validity Index. This involved

submitting the questionnaires to eligible experts who rated the relevance of each item. This

15



ensured that the questionnaire measured the variables of risk management and fraud prevention

in Namagoma Village
3.9.2 Reliability

The reliability was established using a pilot test. It was conducted with 5 mobile money agents
the area. They were excluded from the final study sample.

3.10 Ethical Considerations

The study strictly followed the established ethical standards for research. Informed consent was
prioritized during data collection from the mobile money agents. | provided a clear explanation
of the purpose and procedures of the study. | also ensuring that participants understood that their
participation was entirely voluntary and that they had the right to withdraw at any stage without

consequence.
3.11 Limitations and Delimitations of the Study

There were a number of limitations faced during the study but they were addressed through the

employment of different strategies.

The study design limited the ability for the findings to be generalised. This was solved by

focusing deep contextual insights that established a foundation for future research,

The heavy reliance on self-reported data was also a significant limitation in the study and it
brought about bias. It was minimized by ensuring the mobile money agents of absolute

confidentiality to encourage honest responses.

There was hesitation in disclosure by some mobile money agents due to the sensitive nature of

fraud caused. This challenge was overcome by building strong rapport with them.
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CHAPTER 4
PRESENTATIONS, ANALYSIS AND INTERPRETATION OF FINDINGS
4.0 Introduction

The chapter presents findings On “The Effect Of Risk Management Practices On Fraud
Prevention In Mobile Money Businesses In Namagoma”. This chapter starts by showing the
response rate, followed the demographic findings of the study and finally descriptive

presentation and analysis of the study findings in relation to specific objectives.
4.1 Findings of the study
4.1.1 Response rate

A total of 121 questionnaires were distributed to mobile money agents in Namagoma. The table

below shows the distribution of responses.

Table 1: Table showing the response rate of respondents

Category Frequency Percent
Responses Received 93 76.9%
Non-responses 28 23.1%
Total 121 100.0%

Source: Primary Data

Out of the 121 questionnaires distributed, 93 were successfully filled and returned, yielding a
response rate of 76.9%. While there was a non-response rate of 23.1%, the 93 participants
represent a significant majority and provide a high level of engagement to ensure the data is

representative of the target population.
4.2 Demographic findings of the study

The demographic characteristics are represented by gender, age bracket, highest level of
education attained, time worked in mobile money business and number of mobile money

transactions processed in a day.
4.2.1 Gender of respondents

The findings on the gender composition are represented in the table below;
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Table 2: Table showing the gender of respondents

Gender (1=Male,2=Female)

Frequency Percent Valid Percent Cumulative Percent
Valid 1 30 32.3 323 323
2 63 67.7 67.7 100.0
Total 93 100.0 100.0

Source: Primary Data

The findings in the table show that the majority of the respondents were females, representing
67.7% of the sample, while male respondents accounted for 32.3%. This means that majority of

mobile money business in Namagoma Village are operated by women,

4.2.2 Findings on the age group of respondents
The table below presents the findings on the age group of the respondents;

Table 3: Table showing the age group of respondents

Age (1=18-27, 2=28-37, 3=38-47, 4=48-57, 5=57+)

Frequency Percent Valid Percent Cumulative Percent
Valid 1 54 58.1 58.1 58.1
2 28 30.3 30.3 88.4
3 10 10.7 10.7 100.0
5 0 0.0 0.0
Total 93 100.0 100.0

Source: Primary Data

The findings show that the majority of the mobile money agents (58.1%) fell within the 18-27
age bracket. This was followed by the 28-37 age group consisting of 30.3%, the 38-47 group
having 10.7%, and those aged 57 and above at 0.0%. These results show that mobile money

agents in Namagoma Village are mainly young individuals.
4.2.3 Findings on the Highest level of education attained

The table below shows the findings on the highest level of education attained by respondents.
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Table 4: Table showing the highest level of education attained by respondents

Education (1=Primary, 2=Secondary, 3=University, 4=Other)

Frequency Percent Valid Percent Cumulative Percent
Valid 2 69 74.2 74.2 74.2
3 16 17.2 17.2 91.4
4 8 8.6 8.6 100.0
Total 93 100.0 100.0

Source: Primary Data

The findings show that the largest proportion of mobile money agents in Namagoma Village
(74.2%), had attained a secondary level of education. Mobile money agents with a university

education made up 17.2% while 8.6% of them fell into the "Other" category.
4.2.4 Findings on the Time worked in mobile money business

The table below represents the findings on the time worked in mobile money business in

Namagoma.

Table 5: A Table showing the time worked in mobile money business in Namagoma

Experience (1=Below 1 yr, 2=1-3 yrs, 3=3-5 yrs, 4=Above 5 yrs)

Frequency Percent Valid Percent Cumulative Percent
Valid 1 28 30.1 30.1 30.1
2 37 39.8 39.8 69.9
3 21 22.6 22.6 92.5
4 7 7.5 7.5 100.0
Total | 93 100.0 100.0

Source: Primary Data

These findings show that the highest percentage of mobile money agents (39.8%) in Namagoma
Village had worked in the mobile money business for 1 to 3 years. Agents who had worked for
less than 1 year accounted for 30.1%, followed by those with 3 to 5 years (22.6%). Finally,
those with over 5 years of experience reported 7.5%. These results show that majority of mobile
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money agents possess a reasonable amount of practical experience in the mobile money

industry.
4.2.5 Number of mobile money transactions processed in a day

The findings on the number of mobile money transactions processed in a day by respondents are

represented in the table below;

Table 6: Table showing the number of mobile money transactions processed in a day by

respondents

Transactions Per Day (1=0-50, 2=51-100, 3=101-200, 4=200+, 5S=Not Sure)

Frequency Percent Valid Percent Cumulative Percent
Valid 1 31 33.3 333 33.3
2 25 26.9 26.9 60.2
3 14 15.1 15.1 75.3
4 9 9.7 9.7 85.0
5 14 15.0 15.0 100.0
Total 93 100.0 100.0

Source: Primary Data

The findings in the table show that a majority of the respondents (33.3%) process between 0 and
50 mobile money transactions per day. This is followed by 26.9% who process 51-100
transactions, 15.1% processing 101-200 transactions, and 9.7% handling over 200 transactions
daily. Additionally, there were 15.0% of the respondents were unsure of their daily transaction
volume. These findings point out that most mobile money agents handle a low to moderate

volume of daily transactions.
4.3 Findings on the effect of risk identification practices on fraud prevention

The findings are based on a Likert scale of 1: Strongly Disagree, 2: Disagree, 3 = Not sure, 4 =
Agree and 5 = Strongly Agree.
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Table 7: Table showing findings on the effect of risk identification practices on fraud

prevention

Descriptive Statistics

Mean | Std.
Deviation
We received formal training on fraud prevention from our mobile | 3.82 1.48
money provider.
We are well-trained to identify common fraud risks like SIM swaps | 3.71 1.55
and phishing.
We have clear procedures for identifying suspicious customer | 3.78 1.32

behaviour or transactions.

Our systems effectively flag technological weaknesses (e.g., | 3.35 1.310

authentication failures).

We have control measures that easily identify potential internal fraud | 3.51 1.470

or collusion.

Regularly identifying new risks has directly helped us prevent fraud | 4.02 1.055

incidents.

We struggle to stay updated on new fraud tricks used by criminals in | 2.81 1.587

this area.

Our manual identification processes (e.g., checking IDs) make it hard | 3.75 1.398
to spot fakes.

We rarely receive timely alerts about new fraud types from our service | 2.76 1.470

providers.

We usually only identify risks after a fraud incident has already | 2.18 1.326

occurred.

Source: Primary Data

The mean scores were interpreted in a way that statements with a mean above 3.0 indicated a
trend toward agreement, questions with a mean around 3.0 indicated a neutral stance and
statements with a mean below 3.0 indicated a trend towards disagreement. The findings in the

table above show that the respondents generally agreed that regularly identifying risks has
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helped the prevent fraud incidents reflected by the highest mean score of 4.02 and a standard
deviation of 1.055. Respondents also agreed that they received formal training on fraud
prevention (Mean = 3.82, SD = 1.48) and have clear procedures for identifying suspicious
behaviour (Mean = 3.78, SD = 1.32).

On the other hand, the respondents largely disagreed with the statement that they usually only
identify risks after a fraud incident has already occurred, which is reflected by the lowest mean
score of 2.18 and a standard deviation of 1.326. Overall, the findings imply that mobile money
agents in Namagoma have adopted a proactive approach to risk identification rather than

waiting for fraud to happen.
4.4 Findings on the effect of risk analysis on fraud prevention

The findings are based on a Likert scale of 1: Strongly Disagree, 2: Disagree, 3 = Not sure, 4 =
Agree and 5 = Strongly Agree.

Table 8: Table showing findings on the effect of risk analysis on fraud prevention

Descriptive Statistics

Mean Std. Deviation

We effectively analyse the likelihood and impact of the fraud risks | 3.91 1.259

we identify.

Our business uses real-time transaction monitoring to analyse | 3.82 1.31

unusual patterns.

Customer awareness campaigns help us analyse and respond to new | 4.22 1.10

fraud trends.

The training we receive helps us analyse situations to determine if | 4.05 1.24

they are fraud.

Our analysis of past fraud incidents helps us predict and prevent | 4.41 0.92

future ones.

We classify risks according to their severity when identified. 3.65 1.43

We lack sufficient historical records to accurately estimate future | 3.3788 | 1.58614

fraud risks.

The complexity of digital systems makes it hard to understand how | 3.9242 | 1.36224
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fraud happens.

Pressure to serve customers quickly prevents us from analysing | 3.2727 | 1.70561

suspicious deals.

We do not have the right tools to deeply analyse transaction patterns. | 3.3485 | 1.60281

Source: Primary Data

The findings in the table above show strong agreement among respondents that analysing past
fraud incidents helps predict and prevent future ones, reflected by a high mean score of 4.41 and
a standard deviation of 0.92. Respondents also agreed that customer awareness campaigns help
them in analysing and responding to new fraud trends that may occur (Mean = 4.22, SD = 1.10),
and that their training helps them analyse situations to determine potential fraud (Mean = 4.05,
SD =1.24).

On the other hand, the statement suggesting that pressure to serve customers quickly prevents
them from analysing suspicious deals recorded the lowest mean score of 3.27 with a standard
deviation of 1.706, indicating a more neutral stance. The results indicate that risk analysis in this
sector is heavily driven by experiential learning and customer interactions rather than advanced

digital tools.
4.5 Findings on the effect of risk mitigation strategies on fraud prevention

The findings are based on a Likert scale of 1: Strongly Disagree, 2: Disagree, 3 = Not sure, 4 =
Agree and 5 = Strongly Agree.

Table 9: Table showing findings on the effect of risk mitigation strategies on fraud

prevention

Descriptive Statistics

Mean | Std.
Deviation
Transaction limits (e.g., daily limits) are effective for reducing fraud | 3.14 1.644
losses.
Security awareness training for agents is one of the best ways to | 4.35 1.051
mitigate fraud.
ID Verification for large transactions effectively reduces fraud. 3.14 1.616
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We have a clear incident response plan for what to do immediately after | 2.59 1.569

fraud.

Continuous monitoring of transactions effectively identifies and stops | 4.08 1.101
fraud.

We reconcile cash and e-float daily to detect discrepancies. 4.01 1.063
We sometimes bypass security protocols to speed up service for trusted | 4.06 1.153
clients.

Strict fraud prevention measures often result in losing impatient | 2.3333 | 1.36250

customers.

The lack of biometric tools (e.g., fingerprint scanners) makes mitigation | 3.2273 | 1.52714
difficult.

Employees frequently forget to strictly follow established security | 2.8030 | 1.57108

limits.

Source: Primary Data

The mean scores were interpreted in a way that statements with a mean above 3.0 indicated a
trend toward agreement, questions with a mean around 3.0 indicated a neutral stance and
statements with a mean below 3.0 indicated a trend towards disagreement. The findings on the
effect of risk mitigation strategies on fraud prevention show that respondents strongly agreed
that security awareness training for agents is one of the best ways to mitigate fraud reflected by
the mean score of 4.35 and a standard deviation of 1.051. Continuous monitoring of transactions
(Mean = 4.08, SD = 1.101) and daily reconciliation of cash and e-float (Mean = 4.01, SD =

1.063) were also seen as highly effective operational controls.

The respondents also agreed that they sometimes bypass security protocols to speed up service
for trusted clients (Mean = 4.06, SD = 1.153). Furthermore, respondents disagreed that strict
measures result in losing impatient customers (Mean = 2.33, SD = 1.363), and they indicated a
lack of clear incident response plans for immediate action after fraud occurs (Mean = 2.59, SD
= 1.569).

Ultimately, the finding reveal that while agents prioritize fraud mitigation like training and cash

reconciliation, these efforts are weakened by the fact that some of the bypass security protocols
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for trusted clients. Consequently, the mobile money agents remain largely unprepared to

manage the impact of fraud when it occurs
4.6 Findings on the effect of regulatory compliance on fraud prevention

The findings are based on a Likert scale of 1: Strongly Disagree, 2: Disagree, 3 = Not sure, 4 =
Agree and 5 = Strongly Agree.

Table 10: Table showing findings on the effect of regulatory compliance on fraud

prevention

Descriptive Statistics

Mean | Std.

Deviation

Strictly following Know-Your-Customer (KYC) protocols helps | 4.05 1.04

prevent fraud.

Mandatory SIM card registration rules have been effective in reducing | 4.10 1.187
fraud.

Adhering to Bank of Uganda guidelines is essential for our fraud | 3.83 1.399

prevention.

Internal compliance audits by the provider help us fix control | 3.79 1.295

weaknesses.

We find the regulatory rules for mobile money to be clear and easy to | 4.21 1.021

follow.

Regulatory requirements are often too complex for us to implement | 3.5455 | 1.41619

fully.

Compliance costs (e.g., licenses) reduce our ability to invest in security | 3.3485 | 1.59318

tools.

Regulatory enforcement in Namagoma is inconsistent and weak. 3.3636 | 1.56536

The process for reporting suspicious activities to regulators is difficult. | 3.2727 | 1.64125

There is a gap between official regulations and what is practical in our | 2.483 | 1.42114

daily work.

Source: Primary Data
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The mean scores were interpreted in a way that statements with a mean above 3.0 indicated a
trend toward agreement, questions with a mean around 3.0 indicated a neutral stance and
statements with a mean below 3.0 indicated a trend towards disagreement. The findings in the
above table above show that mobile money agents in Namagoma generally find regulatory rules
for mobile money to be clear and easy to follow which is reflected by the highest mean of 4.21
and a standard deviation of 1.02. The table also shows that there was also strong agreement that
mandatory SIM card registration rules have been effective in reducing fraud (Mean = 4.10, SD
= 1.18) and that strictly following Know-Your-Customer (KYC) protocols helps prevent fraud
(Mean = 4.03, SD = 1.04).The respondents asserted that there is no discrepancy between official
regulations and their practical application in daily work, as indicated by the lowest mean of 2.48

and a standard deviation of 1.
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CHAPTER 5

DISCUSSION OF FINDINGS, CONCLUSION AND RECOMMENDATIONS

5.0 Introduction

. This chapter is presentation of the discussion, conclusions and recommendations and areas of

further studies of the study
5.1 Discussion of findings
5.1.1 The Effect of Risk Identification Practices On Fraud Prevention

The research revealed that that risk identification directly boosts fraud prevention by facilitating
the early detection of suspicious fraud activities before they happen. Consistent identification of
upcoming risks helps in the prevention of fraud incidents as the respondents agreed. . This
practical approach to fraud prevention allows agents to recognize the weak areas in their
businesses and stop transactions that seem fraudulent. This conclusion is supported by
Mackenzie et al. (2024), who documented a positive correlation between the frequency of risk

assessments and a decrease in threat incidents in organisation

On the other hand, there was contradiction in the findings on the study. Data collected from the
questionnaires indicated that agents acknowledged receiving formal training on fraud prevention
but then the open-ended responses revealed that there is a significant deficiency in training for
many individuals entering the mobile money business. A number of agents rely on acquiring
knowledge primarily from their colleagues. This superficial training limits their capacity to
recognize complicated fraud schemes that may emerge. The difference between their perceived
training and actual formal instruction corresponds with Arim et al. (2022). They recognized that
inadequate talent management as a significant risk making practical risk identification in digital

financial services necessary.).
5.1.2 The Effect of Risk Analysis On Fraud Prevention

Risk analysis increases fraud prevention by enabling agents to understand patterns and anticipate
future fraudulent activities. This is through the careful examination of past incidents of fraud.
The findings of the study indicated consensus among mobile money agents that the analysis of
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previous fraud events helps in forecasting and preventing future occurrences of fraud. Mobile
money agents in Namagoma depend on customer awareness initiatives from service providers in

order to prevent fraud.

The findings differ with technological standpoint that was proposed by Botchey et al.
(2020).They advocated for the application of machine learning algorithms to examine fraud in
real time. The mobile money agents in this study do not use any complicated digital tools to
analyse risks. The findings validate the human based strategies highlighted by Guma Ali et al.
(2020), who indicated that customer awareness initiatives and agent training are important
elements of effective fraud prevention. Mobile money agents only identify weak spots by

analysing patterns derived from past experiences to prevent fraud.

5.1.3 The Effect Of Risk Mitigation Strategies On Fraud Prevention

Risk mitigation enhances fraud prevention because it limits the opportunities for fraud to happen
by establishing controls like transaction monitoring and cash reconciliation. The respondents
agreed that security awareness training, continuous transaction monitoring, and daily
reconciliation of cash and e-float are highly effective controls. The study also revealed a
significant contradiction regarding the mitigation strategies. The mobile money agents admitted
to bypassing security protocols to speed up service for trusted clients and yet security protocols
are necessary. This risk really weakens the risk mitigation controls and also creates openings for

other types of fraud.
5.1.4 The Effect Of Regulatory Compliance On Fraud Prevention

Regulatory compliance enhances fraud prevention through regulations like Know-Your-
Customer (KYC) guidelines and SIM registration. These regulations obstruct anonymous fraud
from happening. The results demonstrated that the mobile money agents see regulatory rules as
clear and straightforward to adhere to as per the questionnaire. There was a general agreement in
the study that compulsory SIM card registration and strict following of KYC protocols are
effective in mitigating fraud risks. The research also indicated that regulatory compliance serves

as the most effective foundation for fraud prevention in mobile money business.
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This aligns with Ebong et al. (2021), who pointed out that regulatory frameworks offer the most
sustainable approach to fraud prevention. The findings of the emphasized that delayed customer
care responses from service providers make financial losses worse when fraud happens. This
shows that despite the fact that national regulations are effective, the necessary support for

practical enforcement of the regulations is most times not enough.
5.2 Conclusion

The study concludes that risk management practices directly influence fraud prevention in
mobile money businesses. Risk identification allows mobile money agents to identify threats
early. Risk analysis also helps them learn from past patterns of fraud occurrences while risk
mitigation establishes daily boundaries in operations. The evidence backs a comprehensive risk
management strategy where these four elements collaboratively facilitate the reduction of fraud.
However , the effectiveness of these risk management practices is significantly undermined by

human behaviour and structural business obstacles.
5.3 Recommendations

The following recommendations have been proposed; Mobile money service providers like MTN
and airtel should enforce compulsory formal training for all new mobile money agents instead of
depending on alternative learning methods.

The service providers should to evaluate the amount of commission give to mobile money

agents. This would reduce the financial pressure that leads to internal fraud.

The time taken by customer service departments to respond fraud cases should be already
shortened. This would enable mobile money agents to freeze accounts when they suspect

fraudulent activities.
5.4 Areas of Further studies

i. A study should examine the influence of mobile money commission frameworks has on
internal agent fraud.
ii.  Additional research is also required to investigate what determines security protocols

mobile money agents for trusted clients.
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APPENDIX I: QUESTIONNAIRE
UGANDA CHRISTIAN UNIVERSITY
SCHOOL OF BUSINESS
A QUESTIONNAIRE FOR THE MOBILE MONEY AGENTS IN NAMAGOMA
Dear respondent,

I am currently conducting a study entitled “The Effect of Risk Management on Fraud Prevention
in Mobile Money Businesses in Namagoma.” I request you to spare some time and answer the

following questions. Thank you for your time and co-operation.
SECTION A. BIO DATA

Instructions: -

a) Tick the boxes where applicable:

1. Gender

a) Male [ b) Female ]

2. Age bracket (years)

[
a) 18-27 b) 28-37 €)38-47  d) 4857 ] e)57+ ] .
3. Highest level of education attained ]
a) Primary [__]b) Secondary c) University d) Other ]

4. How long hav%)u worked in a mobile money business. |:|
a) Below 1 year b) 1-3 years (__]5 years d) Abovgears
5. On average, how many mobile money transactions do ﬁ)u process per dﬁ

(@) 0—50 (b) 51— 100 (_Pp1-200 (d)200+ (e) Not sure
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SECTION B. The Effect Of Risk Identification Practices On Fraud Prevention

Using the scale: 1=Strongly Disagree, 2=Disagree, 3=Not Sure, 4=Agree, 5=Strongly Agree

Statement 1 2 3 4 5

1 We received formal training on fraud prevention from

our mobile money provider.

2 We are well-trained to identify common fraud risks like

SIM swaps and phishing.

3 We have clear procedures for identifying suspicious

customer behaviour or transactions.

4 Our systems effectively flag technological weaknesses
(e.g., authentication failures).

5 We have control measures that easily identify potential

internal fraud or collusion.

6 Regularly identifying new risks has directly helped us

prevent fraud incidents.

7 We struggle to stay updated on new fraud tricks used by

criminals in this area.

8 Our manual identification processes (e.g., checking

IDs) make it hard to spot fakes.

9 We rarely receive timely alerts about new fraud types

from our service providers.

10 We usually only identify risks after a fraud incident has

already occurred.
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SECTION C. The Effect Of Risk Analysis On Fraud Prevention

Using the scale: 1=Strongly Disagree, 2=Disagree, 3=Not Sure, 4=Agree, 5=Strongly Agree

Statement 112131 4

1 We effectively analyse the likelihood and impact of the fraud

risks we identify.

2 Our business uses real-time transaction monitoring to analyse

unusual patterns.

3 Customer awareness campaigns help us analyse and respond to

new fraud trends.

4 The training we receive helps us analyse situations to determine if
they are fraud.

5 Our analysis of past fraud incidents helps us predict and prevent

future ones.

6 We classify risks according to their severity when identified.

7 We lack sufficient historical records to accurately estimate future

fraud risks.

8 The complexity of digital systems makes it hard to understand

how fraud happens.

9 Pressure to serve customers quickly prevents us from analysing

suspicious deals.

10 | We do not have the right tools to deeply analyse transaction

patterns.
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SECTION D. The Effect Of Risk Mitigation Strategies On Fraud Prevention

Using the scale: 1=Strongly Disagree, 2=Disagree, 3=Not Sure, 4=Agree, 5=Strongly Agree

Statement 1121|131 4

1 Transaction limits (e.g., daily limits) are effective for reducing

fraud losses.

2 Security awareness training for agents is one of the best ways to
mitigate fraud.

3 ID Verification for large transactions effectively reduces fraud.

4 We have a clear incident response plan for what to do

immediately after fraud.

5 Continuous monitoring of transactions effectively identifies and

stops fraud.

6 We reconcile cash and e-float daily to detect discrepancies.

7 We sometimes bypass security protocols to speed up service for

trusted clients.

8 Strict fraud prevention measures often result in losing impatient

customers.

9 The lack of biometric tools (e.g., fingerprint scanners) makes

mitigation difficult.

10 | Employees frequently forget to strictly follow established

security limits.
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SECTION E. The Effect Of Regulatory Compliance On Fraud Prevention

Using the scale: 1=Strongly Disagree, 2=Disagree, 3=Not Sure, 4=Agree, 5=Strongly Agree

Statement 112131 4

1 Strictly following Know-Your-Customer (KYC) protocols helps

prevent fraud.

2 Mandatory SIM card registration rules have been effective in

reducing fraud.

3 Adhering to Bank of Uganda guidelines is essential for our fraud

prevention.

4 Internal compliance audits by the provider help us fix control

weaknesses.

5 We find the regulatory rules for mobile money to be clear and

easy to follow.

6 Regulatory requirements are often too complex for us to

implement fully.

7 Compliance costs (e.g., licenses) reduce our ability to invest in

security tools.

8 Regulatory enforcement in Namagoma is inconsistent and weak.

9 The process for reporting suspicious activities to regulators is
difficult.

10 | There is a gap between official regulations and what is practical

in our daily work.

SECTION F: Open Ended Question
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Mention one challenge that affects your ability to prevent fraud in your business.
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